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Cavalry, the names of series and the Cavalry logo are registered trademarks of Cavalry Storage. All other trademarks or registered trademarks are the property of their respective
owners. When referring to hard drive capacity, one gigabyte, or GB, equals one billion bytes and one terabyte, or TB, equals one trillion bytes. Your computer’s operating system
may use a different standard of measurement and report a lower capacity. In addition, some of the listed capacity is used for formatting and other functions, and thus will not

be available for data storage. Actual quantities will vary based on various factors, including file size, file format, features and application software. Cavalry reserves the right to
change, without notice, product offerings or specifications. Cavalry Storage, Inc., 555 East Easy St., Simi Valley, CA 93065, (805) 426-1000
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GETTING STARTED CHAPTER
/.~ FEATURES '/~ APPLICATIONS I_

With the proliferation of identity-theft and advanced hacking
techniques, enterprise users must be more careful than ever
with their classified data. Even the most expensive firewalls
can only provide protection when you are logged into the
workgroup. But if you’re on the move or merely away from
your desk, your company’s data will be at great risk. The only
way to protect your valuable information from local attacks is
encryption.

Thank you for purchasing the Cavalry CAUH
encrypt-able external hard drive! The CAUH is designed
for optimal security. It utilizes the same state-of-the-art
AES [Advanced Encryption Standard] encryption
algorithm used by the National Security Agency! It does
this all via the on-disk firmware; which means minimal
affect on drive performance! The USB 2.0 interface
delivers wide-spread compatibility with most

modern Windows operating systems. Once encrypted,
the CAUH provides easy and secure access from most
Windows machines, all in a sleek and

portable package.

The CAUH provides this using the ultimate in encryption: the
AES advanced encryption algorithm. AES is the only
commercial encryption algorithm approved for use by the
National Security Agency for secret and top-secret file storage!
Without the password, there is simply no way to retrieve data
from an AES-encrypted drive!

¢ AES Total-Disk Encryption

¢ Up to 32 Character Alpha-Numeric Password Sizes
s+ Up to 60MB/S Maximum Transfer Speed

o+ USB 2.0 for Broad Multi-OS Compatibility

«» Pre-Formatted to NTFS |///
%SYSTEM REQUIREMENTS

«% Up to 2 Tb of Fully-Encrypted Data
*Capacity varies by model*

'~ SPECIFICATIONS
Internal: SATA II

o3 Interfaces:

+* OS Compatibility:
Windows XP / Vista / 7 + (32-bit & 64-bit)
Operating System (Re-format for un-encrypted
use with Mac OS 10.4.8 +)

External: 1 x USB 2.0
s Power Supply: In: 100-240v~50/60 Hz 1.0A
Out: 12V/2A United States
A7207x5.11"x1.37”
(183mm x 130mm x 35mm)
6.25” x 57 x 3.25”
2.87 Ibs (1.3kg)

s Hardware Requirements:
USB 2.0 Port
+* Operating Environment:
Operating: 41°- 131°F

+«¢* Dimensions: Temperature

Non-Operating: 40° - 149° F

+}» Weight: Relative Humidity Operating: 8% - 90% RH

non-condensing

'/~ PACKAGE CONTENTS

+* CAUH Unit

USB 2.0 Cable
Power Adapter
Desktop Stand
Quick Start Guide
Resource CD

Non-Operating:5% - 95% RH
non-condensing
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INSTALLATION GUIDE CHAPTER

l,///// INSTALLATION STEPS |

There are two ways to configure your CAUH:

% Un-encrypted
+* Encrypted

UN-ENCRYPTED:

Un-encrypted use is the sole choice for Mac users, or casual users who do not plan on storing sensitive data. To install the
drive in un-encrypted mode, simply connect the drive according to the included Quick Start Guide. Mac users will need to
format the drive in Disk Utility. Windows users should see the drive in (My) Computer and Disk Management, and Initialize or
Partition the drive if need be.

!Encryption is only available for users of Windows XP/Vista/7!

ENCRYPTED:
Encrypting the CAUH requires a more advanced setup procedure than a standard external drive. As a result, we ask that you
please read the installation guide completely before you attempt to encrypt the CAUH. The Encryption process will be divided
into 3 sections:

A) Software and Hardware Preparation

B) Software Installation and Encryption

C) Password Creation

A SOFTWARE AND HARDWARE PREPARATION

1) Make sure that you are logged into Windows as an Administrator. Then, insert the resource CD into your Windows

computer.

2) Copy the entire “CAUHCD” folder from the CD onto your desktop.

E=rEE)
3) Open the folder, and carefully BRI cunep — 5]
take notice of the location of File Edit View Tools Help
these 5 ﬁleS' Organize » Include in library = Share with + Mew folder Bz - O '@'
a ,,MFG TOOIS Setup,, S Eavorites Name ° Date modified Type Size
« . \ Bl Desktop 2 AUTORUN 12/28/20097:32 PM  Setup Information 1KE
b- CAUHbta | 4 Downloads |4 CAUHS09 12/29/2009 3:26 PM  Disc Image File 10,410 KB

o Recent Places | CAUH.bta 12/25/20091:27 PM  BTAFile 64 KB
&4 CAUH_CD 12/29/2009 3:26 PM  Disc Image File 10,410 KB
= CAUHHDD. 12/28/20097:33 PM  Icon 25KB

« . CavalryHDDApps 12/8/2009 7:59 AM  Icon 25KB
=1 MFG Tools Setup 11/18/2009 2:06 PM  Application 573 KB

c. “CAUH.909”
d. “CAUHHD.”
e. “AUTORUN”

J‘- Music
=] Pictures
B videos
4) Now plug your Cavalry power
supply into the nearest outlet, 1% Compter
. £, Local Disk (C)
and plug the other end into your o AGIACONA (D)
CAUH. Turn the CAUH on. e e
?ﬂ Network
5) Plug the USB cable into both the
CAUH and your Windows
computer.

, 7 items

CAUH PASSIO SERIES
2



INSTALLATION GUIDE

CHAPTER

B SOFTWARE INSTALLATION AND ENCRYPTION

6) Now launch the MFG Tools Setup program
directly from the CAUHCD file you just
copied to your desktop.

a. Allow it to select all of the install
options automatically.

b. After the install finishes, open the
“MFGTool” program under Start>
All Programs. We will use the newly-
installed MFGTool program to encrypt
your CAUH.

3 ﬁ ! DO NOT ATTEMPT TO BROWSE-
SELECT THE FILES ON THE CD!

7) Once MFGTool is open, you will need to
browse for (and select) the previous four
files within the CAUHCD folder, which you
just placed on your desktop.

a. FW: Click this button, and
browse-select the CAUH.bta file.

b. ISO: Click this button, and
browse-select the CAUH.909.iso file.

¢. ICO: Click this button, and
browse-select the CAUHHDD.ico file.

d. INF: Click this button, and
browse-select the AUTORUN.inf file.

'a Default Programs
[t Desktop Gadget Gallery
"_’,é Internet Explorer
] Windows DVD Maker
(=) Windows Fax and 5can
) Windows Media Center
@ Windows Media Player
f._; Windows Update
<o XP5 Viewer

. Accessories

. Games

. HD Tune

. Initie MFG Teol Fer Vendor

#1 MFGTool

EY Uninstall Tool
. Maintenance

. MEC Electronics
. SiliconImage

. Startup

L Back

| Search programs and files

Device Information

Device = Cavalry HDT7210105LA360
Chip Type = INIC-1607

Current Firmware = v1.00

Drive Letter =DG

5/M = 0x000003 { 00000003 )

PID = 1040

VID = 13FD

Step Oprerations

[DuwnLcad ISO] [ Clean Hidden ]

i Download FW

[ FormatDisk | [ FieToHDD |

File Select
C:Wsers\Customer Support\Desktop\CAUHCD\CAUH.bta

[l
C:\Users\Customer Support\Desktop\CAUHCDYCAUH.909.is0
C:\Users\Customer Support'\Desktop\CAUHCD\CAUHHDD. ico

C:Wsers\Customer Support\Desktop\CAUHCDALUTORUM.inf

Start D[ Scan Device ]

[ Auto Modd(|

CAUH PASSIO SERIES
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Operation Information

Customer Support

Documents
Pictures
Music
Computer

Control Panel

Devices and Printers

Default Programs

Help and Support

Advance set

[~ Keep Original MM

NF

Label

New Volume

SN Set

SAVE



INSTALLATION GUIDE CHAPTER

B SOFTWARE INSTALLATION AND ENCRYPTION (Cont’d)

8) Before you press start, be poised to turn your CAUH’s power switch off and on quickly. But, wait until the MFGTool
program instructs you to do so! The very bottom of the “Operation Information” window (on the right-side of the
MFGTool interface) will give you specific instructions, as well as a log of all of the operations it is currently
performing.

9) Press Start at the bottom of the MFGTool window. The program will scan for your device first. Then, it will begin
installing the special encryption firmware. Keep an eye on the bottom of the Operation Information window.

Device Information Operation Information
Device = Cavalry HOT7210105LA360 Start to operation. -
Chip Type = INIC-1607 Start Download FW.
Current Firmware = v1.00 Load Firmware file ... ...
Drive Letter = DG Load Firmware file ... OK
S/N = 0x000003 { 0000003 )
PID = 1D40 Get new serial number to be updated ... ...
VID = 13FD SN to be updated is 0000004 { 00000004 )
Downlozc Frmuare to target device ... 10) Within a few seconds, the Operation Infor-
Download Firmware ... OK.
. . . e
Update Corfiguration NVRAM to target device ... .. mation window will say this, “Please [Power

Update Configuration NVRAM ... CK.

S Off] then [Power On] for 3.5” HDD.”

T —————— Quickly turn the CAUH power switch off
Step Oprerations nplug] then [Plug-in] for 2.5 HOD.

and back on.

DownlLoad ISO Clean Hidden .
Download FW
Format Disk File To HDD
File Select Advance Set

C:\sers\Customer Support\Desktop\CAUHCD\CAUH.bta

C:\sers\Customer Support\Desktop\CAUHCD\CAUH.909.is0 i Label Mew Volume

[“]keep original MM

Ci\sers\Customer Support\Desktop\CAUHCDVCAUHHDD. .ico

SN Set

C:\Uzers\Customer Support\Desktop\CAUHCD\ALUTORUN. inf INF

Auto Mode Start Scan Device Close

) MFG Tool vi.13

De| « . AutoPlay |=" AutoPlay
D
g .+ CD Drive (D) Cavalry HDD Apps ;',223: NEW VOLUME (G:)
| e 1 1 113 1 th}
5 krug ) “Autoplay” may appear and attempt to access
A 1 Atways do this for software and games: ‘:ﬂ‘sﬁ: [T Aways do this for pictures: . .
then ictures options your drive. Ignore and close these windows.

Install or run program from your media

lee. —
' RunLauncher exe 5] Impart pictures and videos
& pubiher not specified brioadlll B} using windows
g IS0 .

General options

General options

] Open foider ta view files

Hean Hi | ] Open folder to view fils
using Windows Explorer

den...Jl| . using Windows Explorer

mat Hof &% Use ths drive for badkup
o

sti| View more AutoPlay options in Contral Panel ) Lsing Windows Backup
[y, Smm— € h’ Speed up my system
S using Windows ReadyBoost
Format Disk File To HOD -

B View more AutoPlay options in Control Panel

File Select !ganue !E!

C:\Users\Customer Support\Desktop\CAUHCD\CALUH. bta

[ Keep Criginal WM

Label Mew Volume

C:\Users\Customer Support\Desktop\CAUHCD\CALH. 909.iso 150
C:\Users\Customer Support\Desktop\CAUHCD\CAUHHDD. ico SN Set
(Co\Users|Customer SupportiDesktop\CALHCD VAUTORUIN,inf

Auto Mode

Start Scan Device

CAUH PASSIO SERIES
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INSTALLATION GUIDE

CHAPTER

B SOFTWARE INSTALLATION AND ENCRYPTION (Cont’d)

Device Information
Device = Cavalry HDT7210105LA360
Chip Type = INIC-1607
Current Firmware = v1.00

12) Once the MFGTool finishes encrypting SIN = x000004 (00000004)
your CAUH drive, it will display the e
message “Pass.” Now press “Save.”
13) Unplug and re-plug the cable from your
CAUH drive.
Step Oprerations

Operation Information
Download IS0 ...OK! -

Start to dean Hidden.
Clean Hidden... OK.

Start format HDD.
Format G:\, OK!
Set Label {Mew Volume) for G:\ OK!...

Start Write File to HDD....
Write ICO File to G:\ OK!...
Wirite INF File to G} OKL...
END operation.

To test next new device
Please [Unplug] & [Power-Off] this device.
And then [Plug-n] & [Power-0On] next device.

m

[DownLoad ISO] [ Clean Hidden ] il

Download Fud

14) Once your drive has been recognized,

[ Formatpisk | [ FieTorDD |

[PASS

close MFGTool.

File Select Advance Set
C:\Users\Customer Support'\Desktop\CAUHCDYCAUH.bta
|| [T keep original NyM
C:\Users\Customer Support\Desktop|CAUHCD\CAUH. 908,50 iEng) |||abel | New Volume
C:\Users\Customer Support'\Desktop\CAUHCDYCAUHHDD. .ico
C:YUsers\Customer Support\Desktop\CAUHCDVAUTORUM.inf - o

[Cautorode [ start

] [ Scan Device ]

c PASSWORD CREATION

Close

’ . /%y Computer » ~ | +3 [l Search Computer
. — T |

Organize v AutoPlay Eject Burn to disc Properties System properties =
.0 Favorites 4 Hard Disk Drives (2)
B Desktop Local Disk (C:) NEW VOLUME (Gz)
& Downloads o | |
= 28.2 GB free of 37.1 GB C':'y 931 GB free of 931 GB
= Recent Places
< Devices with Removable Storage (2)

il Libraries & & DVD Drive (E:) CAUH " CD Drive (F) Cavalry HDD Apps
=) Documents = S 0 bytes free of 21.6 MB @ Obytes free of 10.1 MB
iR UDF = cors

Music
[E] Pictures
B8 videos

1M Computer
£ Local Disk (C:)

t % DVD Drive (E:) CAUF
« - CD Drive (F:) Cavalry
= NEW VOLUME (G:)

?j MNetwork
s CD Drive (F:) Cavalry HDD Apps Space free: 0 bytes File system: CDFS

W CDDrive Total size: 101 MB
=

CAUH PASSIO SERIES
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15) Navigate to (My) Computer
and double click on
“Cavalry HDD Apps”. This is
the location of the
encryption and password
algorithm. Whenever you plug
in your CAUH, you will see
this drive first. Once you have
logged into Cavalry HDD
Apps, you will see another
blank drive in which you can
store your encrypted data. See
the FAQ for instructions on
changing your password.




INSTALLATION GUIDE CHAPTER

c PASSWORD CREATION (Cont'd) I_

16) You will be asked whether you would like to set a password for your CAUH drive. Select “Yes.”

17) Enter a password between 5 and 32 alpha-numeric characters long. Remember, the password is case sensitive!

Password Security

Would you like to password protect your Cavalry Drive?

Warning! Checking this
A box will permanently

disable password-

protection on your drive!

[ Do not show this screen next time.

IMPORTANT NOTICE....

fk' Cavalry Portable Harddisk User Manual - M ' YES
L=}

18) Create a good hint that only you will understand.
19) Write down your password in more than one location, and hide them somewhere safe! Once you have lost your pass-

word, there is no Data Recovery Specialist on the planet who can retrieve your data for you!

20) Navigate back to (My)
Computer. Right-click on

Organize ~ AutoPlay Properties System properties Uninstall or change a program ~ » B~ O @

the new blank drive, and
format it to NTFS. Be sure

- Favorites 4 Hard Disk Drives (2)

B Desktop Local Disk (C:) NEW VOLUME (G |
‘ : 1) Downloads ~ ) —
to check the “Quick Format e R GH timet TG open
Option- 4 Devices with Removable Storage (3) Open in new window
7 Libraries AGIACONA (D:) A Turn on BitLocker...
=D t == 1 ] =0 Open AutoPlay...
21) Begin using your CAUH as j MT::HEH ) 7" 575 ME free of 59.2 MB G :

=] Pictures ~ CD Drive (F:) Cavalry HDD Apps Share with . . '

you WOuld any Other CXtemal H vid @ e 4 0 bytes free of 10.1 MB Restore previous versions
\deos = cDFs

Include in library »

drive!

Format...

18 Computer
£ Local Disk (C:)

Copy
= AGLACONA (D:)
&% DVD Drive (E) CAUF Create shortcut
+ CD Drive (F:) Cavaln, Rename
NEW VOLUME [G:) Propertics

"i Metwark

— NEW VOLUME (G:) Spacewsed: L | Total size: 931 GB
Local Disk Space free: 931 GB File system: FAT32

And, that’s the end of the setup procedure! Stretch your legs and relax. Your data will be safe! Now you will be prompted
to enter your password every time you connect your CAUH to a Windows computer. For enhanced security, always unplug
your drive when you are not accessing it. Remember to store your most valuable data on more than one secure drive!

CAUH PASSIO SERIES
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The MFGTool encryption procedure keeps displaying the “Fail” message. This can be caused by two things:
+¢* You are trying to browse-select files from the CD instead of the folder on your desktop. MFGTool cannot read the files from the
CD because the CD cannot output them fast enough. This is why you must copy the CAUHCD folder to your desktop, and then
browse-select the files from there.
+3*You are not powering the CAUH on and off when the Operation Information window tells you to. As long as you do it quickly, as
soon as prompted, the encryption procedure will “Pass.”

1 forgot my password. How do I retrieve it? Can you help me?
Once you have forgotten and lost your password, nothing can be done to retrieve your data! This is what makes AES encryption so safe. It

also means you must be extra careful to write your password down in multiple safe places.

But doesn’t Cavalry have a software “backdoor” which will allow you to retrieve my password?
No. The AES encryption protocol was intentionally designed without a software “backdoor”. If there was a “backdoor”, the NSA
wouldn’t be using it!

DI’ve lost my password. I want to reformat the drive and start anew.
In order to reformat the CAUH, merely run the MFGTool software again. Start at step #7. Your computer may reboot abruptly. This is

normal. After reboot, merely begin again from step #7, and continue until you have created a new password.

Is there a Mac version of the MFGTool software?
Unfortunately, no.

If I encrypt my CAUH on a Windows machine, can I use it on a Mac afterwards?
Unfortunately, no. The CAUH firmware only works with Windows.

Can I encrypt any disk using MFGTool?
Unfortunately, no. MFGTool is made especially for the controller chip used in the CAUH.

Why are there 2 new disks in (My) Computer?
“Cavalry HDD Apps” is the actual firmware of the CAUH. This resides on a special partition, and allows you to change your password

when you double-click on it. It is also responsible for encrypting the disk. The second (blank) disk is where you will store all of your data;
just as you would with any removable hard drive.

Can I reformat my CAUH once it has been encrypted?
Yes. Just login to Cavalry HDD Apps with your password, and reformat the other storage volume regularly within Disk Management.

How do I change my password?
Unplug and re-plug your CAUH. Now navigate to (My) Computer. Open Cavalry HDD Apps. Instead of entering your password, select

“Options”. Enter your old password followed by your new password and a clever hint.

How do I disable password-protection?
Unplug and re-plug your CAUH. Now navigate to (My) Computer. Open Cavalry HDD Apps. Instead of entering your password, select

“Options”. Enter your old password, and then check the box marked “Disable Password Security”. To re-enable password security, simply
re-plug the CAUH. Then, open Cavalry HDD Apps again. There, you can set a new password.

1 disabled password security. I want to re-enable it, but now I can’t open Cavalry HDD Apps!
Unplug and re-plug your CAUH. If you still cannot access Cavalry HDD Apps, you may have previously checked the box marked “Do

not show this screen next time”. As a result, you can no longer use the encryption login screen. The only way to encrypt your drive again
is to backup all of your valuable data from the drive and run MFGTool once more. Start at step #7. This will erase your drive, and build a
blank encrypted volume

How do I format or initialize my drive?
For a guide to formatting and initializing an unencrypted drive in both Windows and OS X, please go to our support site at:

www.cavalrystorage.com

CAUH PASSIO SERIES
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SUPPORT CHAPTER

V//% WARRANTY INFORMATION I_

Cavalry Storage Inc. (“Cavalry Storage”) warrants all new equipment manufactured by Cavalry Storage (including any accessories in-
cluded with its products) and sold by an authorized distributor or authorized reseller against defects in material or workmanship for one (1)
year from the product’s original date of purchase as follows:

» Damaged Goods or Non-functional Products: Upon receipt of Cavalry Storage product, if product is shown to be defective by no fault of
the customer, Cavalry Storage will replace or repair the product at no cost to the customer

* Freight Costs: Customers are responsible for all freight costs to Cavalry Storage’s service centers. Cavalry Storage and its service centers
are not responsible for products lost during shipping to its facilities.

* Data Recovery: Data recovery, defined as the retrieval of data from a damaged or corrupted drive, is not included our Cavalry Storage’s
warranty. Should customers need data recovery, please consult an independent service provider.

* Warranty Disclaimer: This warranty covers only hardware. This warranty does not cover damage due to accident, misuse, abuse, neg-
ligence or modification to any part and/or accessory of Cavalry Storage products. This warranty does not cover damage due to improper
operation or maintenance, connection to improper power supply, or attempted repair by person(s) or facilities unauthorized by Cavalry
Storage to service or upgrade the product. This warranty does not cover consumables. Cavalry Storage makes no expressed or implied war-
ranty of any kind for products with regard to performance, merchantability, or fitness for any particular purpose. Further, Cavalry Storage
is not responsible for any defects in products, loss or inaccuracy of data of any kind, or for any direct, indirect, incidental, or consequential
damages resulting there from.

* Packing and Shipping: Any product sent to Cavalry Storage, Inc. for service or repair must be packed and shipped according to the
Cavalry Storage standards and guidelines. Please note that packages received which deviate from Cavalry Storage packing and shipping
standards may be rejected.

Failure to comply with any of the above will result in delays and will ultimately result in a voided warranty. Please contact customersup-
port@cavalrystorage.com if you have any questions.

REPAIR OR REPLACEMENT AS PROVIDED UNDER THIS WARRANTY IS THE EXCLUSIVE REMEDY OF THE CONSUMER.
CAVALRY STORAGE SHALL NOT BE LIABLE FOR ANY INCIDENTAL OR CONSEQUENTIAL DAMAGES FOR BREACH OF
ANY EXPRESS OR IMPLIED WARRANTY ON THIS LIBRARY. EXCEPT TO THE EXTENT PROHIBITED BY APPLICABLE LAW,
ANY IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE ON THIS LIBRARY IS LIM-
ITED IN DURATION TO THE DURATION OF THIS WARRANTY.

Some states do not allow the exclusion or limitation of incidental or consequential damages, or allow limitations on how long an implied

warranty lasts, therefore, the above limitation or exclusions may not apply. In addition, extended service contracts with Cavalry Storage,
or an authorized Cavalry Storage service facility, will affect the limitation on an implied warranty accordingly. This warranty gives you

specific legal rights and you may have other rights that vary from state to state.

Please go to www. cavalrystorage.com/rmaterms.com for more warranty details.

Vﬁ// CONTACT INFORMATION

Phone: 800.238.4453 (toll-free, USA only)
805.426.1000

Email: customersupport@cavalrystorage.com

Website: www.cavalrystorage.com
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